DVCrypt

Conditional Access System

Quick start guide

1. Introduction

DVCrypt is a conditional access system for digital TV bzsding networks¥VB). It consists
of hardware modules and client/server configurasioftware.

Broadcasting equipment may consist of one or mardviiare modules. Each module can
multiplex analogue or digital TV channels from se¥eources into a single digital stream
(according tdVB-C/S/Tstandard). Modules may have ASI, HDMI, SDI/HD-SDICVBS
inputs.

The conditional access system is integrated irgaribdules. Modules interface with the server
PC viaEthernet(TCP/IP) link.

To watch TV channels, each subscriber must havergatibleSTB(Set-Top-Boxcapable of
receiving and decoding the signal, and a smartedtelnatively subscriber may ha@AM
(Conditional Access Modul@)stalled in their TV se€l (Common Interfacejlot. Usually CAM
modules require smartcard as well but cardless CAMslso provided.

DVCrypt software runs on a server PC and is used for canifig modules and subscribers
rights management. If the PC is off or server agpion is not running, the system is still fully
operational. All broadcasting is carried as usyal; only lose ability to control subscriber’s
access to channels.

Network provider useBV Crypt smartcard programmer to issue smartcards and CAllesd
(write subscriber ID and master keys).

2. Security considerations
DVCrypt has several layers of security based on the faligwssumptions:

* DVCrypt is based oil€SA(Common Scrambling Algorithmwhich is developed by
ETSland recommended VB consortium for digital TV networks as an industry
standard.

e DVCrypt will not work with smartcards from other networkiea if that other network
is another DVCrypt installation.

» Master keys, that are stored in smartcards, arsethby network provider. It's not
possible (even foDV Crypt developers!) to read back keys from the smartcadd a
decode the TV channels.



3. Setup

Before setting up the system, please check thiawoig requirements are met:

3.1 Server PC requirements:

CPU: 1 GHz or faster;

RAM: 1 GB or more;

HDD: at least 1 GB of free space;

Ethernet LAN adapter;

Operating System: Windows XP or later. We stromglyommend using dedicated
computer foDVCrypt!

3.2 Licensekey

License keys provided with your copy of theV Crypt software packagéicense kegncodes
following information:

Provider 1D — unique identifier that allows distinguishing twomore providers in the
same TV network. Smartcard with a different provili® will not work in your network.
Provider name — text label that describes the netw@KBtypically show provider name
along with all channel names.

Max. allowed subscribers — limits number of subscribers (unique smartcatics)
network could have.

3.3 Equipment connection

Connect the modules and server PC to the regith@rnetswitch. Use straigh TP-5cables.

3.4 Softwareinstallation

Simply run the include®VCrypt_Install.exenstallation file and follow the prompts. Choose
from the following options:

Full installation— install all software components. Choose thisawpii in doubt.

Server only- install onlyDV Crypt server. Choose this option if you plan to use other
computer(s) in the LAN to work witBV Crypt. Use next option (Client only) for
installations on the LAN computer(s).

Client only— install onlyDV Crypt client.

SmartCard programmer only Choose this option to install programmer softwarea
computer that is connected to smartcard programmer.

All software components have English user interface

SetLicens@rogram is automatically run during installatiorselt to enter youicense key
otherwiseDV Crypt software will not work. You can always r@etLicens@rogram later.



3.5 Configuring server

SelectStart — Programs — DVCry@nd runDVCrypt Serveshortcut to start server application.
Installation script places a link @V Crypt Server inStartupfolder to automatically run server
each time the user logs on.

Click on the server icon in the traybar and seldaster keysrom the menu:

Edit keys . ||
Mazter keys
b azter key & |E'E|E|E|FD25'I ESBFEBRS133181DABFF R andormn
b azter key B |.-i'-.ED BC32F5308E 3391 F2B 10F FEFAE R andaom

Active key A, -

Cancel |

Choose two 112-bencryption key$o use with your network. The quickest way is ¢merate
random keys using built-in function. Note that thare two master keys, but only one of them
(usually keyA) is used at any given time. The second key iscéupa If you find that current
key is somehow compromised, you can switch to #okinp key and gradually replace the
compromised key on smartcards.

Write down the keys and store them in a secure place! In case of emergency you could always
restore the software and keys and continue norperlation. Otherwise you'd have to reissue
smartcards for all subscribers!



Click on the server icon in the traybar and seSsttingsrom the menu:

Settings . |
About Server setlings
D Crypt Server park 2100
Server ver. 3.1 [fupr 27 2016]

todule interface
[c] 2003 - 2018, DL

[ R5-485
License Iv Ethernet
Licenzed to DL [D0C4, 4AEC) [+ Bind to network adapter
Subscribers E4000 119216802 |
DVE settings SMS notifications
[ Enable |
Cyrillc encoding  |ETSIEN 300 458 |
LEN descriptors |E'B':":'k ﬂ Module files backup
Metwark time settings | v Enable @ 00:30 =
Integration Debug [
[ | T Billing software integration mode v Enable debug logging

K.eep debug information [days] |7 -

Send problem report |

Interface language

Language | Englizh ﬂ

| Mew... |

Cancel |

Make sure to checkthernetcheckbox. If server PC has more than bA& adapter, also check
Bind to network adapteand entetP addressof the adapter that is connected to modules.



3.6 Configuring smartcard programmer

SelectStart — Programs — DVCryp@nd runSmartcard Programmeshortcut. The default
password is empty.

Click Settings

Settings eS|
kM azter keys
ey A |EE|EIE|FD251EE|5FE851 99181 DABFF Random |
Key B |ﬂEDEE32F53DEEEBEI'I FZB10F7EFAE Randaom |
Login pazsword Programmer hardware connection
I |
Enter paszword | " Serial part | J
Confirm password | + Ethermet 192168 . 0 . 120
Subsgcriptian Interface language
[v Get subscription from server Language Enalish j
* This computer Hew |
" Remote zerer |
Options
Server port 2100
| Dan't azk for confirmations
Accourt ||:||:uerat|:ur ]
[ Don't show warnings
Fazzword |
Cancel

Enter two 112-biencryption key$o use with your networlviake sure that you correctly copy
keys from the server! Otherwise the smartcards won’t decode the channels.

Depending on the model of your programmer hardwalect either:

» Serialand choose virtuaerial portto which smartcard programmer hardware is connected
= Ethernetand enter IP address of the programmer.

If smartcard programmer is on the same PC as sawer the sameAN, checkGet
subscription from servasheckbox and enteerver PC nam# needed.

Note that smartcard programmer may require permadntarnet connection. If no connection is
available you could work only with limited numbdrsmartcards or CA Modules.



3.7 Configuring bouquets

SelectStart — Programs — DVCryg@tnd runDVCrypt Clientshortcut to start client application.
Enterserver PC nam# server is running on another computer. The défaasswor ds for all
user accounts are empty.

Subscriptions are managed lmpuquetbasis. You can broadcast up to 128 different botsque
Each subscriber can view any combination of bowgydepending on access rights.

SelectView — Bouquetom the menu. Enter names for all bouquets yoenititto broadcast.
You may choose not to encrypt some of the chanmblsse channels are not included in the
bouquets and can be viewed by any subscriber, witemo smartcard!

3. 8 Configuring modules

SelectView — Module$rom the menu. Click oAdd new modul&on and follow the wizard
prompts. The wizard will help you connect eachhef tnodules to the system one by one.
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For modules wittASIinputs, click on the module and rumput stream selection utilit{select
icon from toolbar). Follow the utility prompts tean input streams and select which channels to
include in the output stream:

335 Input streams{ASI) processing vi.50.10 . ;Igl ﬂ

Stantatles(Pstyaninput streams - Bld tabiesiFSL) for cuim E4i7 Previos scanning  Appreciate of bitrate i {E="=(11]

]

Select programs for output stream

rFrograms in input stream: Count programs in output steam 8
EH@ Input 2 rCryptin categotry
- Fr iden Mational TV [0x0340) Graup ful
s Eora T [:0841) e o ez | ces |cas |ces |oss |oar |ces (e |
[#-Fr RTA Flansta [0x0842]
[ Fr Belane- TV [(=0843] F - Mational TV [0x0840]
[ Fr Ty [0x0044] B - Euro TV [020841]
[ Fr Chahzon [(10845] = RTR Plansta [(0242]
- Br Brava TV [0x0846] B - Belarus-TV [Ox0843]
E-Er viden Mational 24 [0x1200] E3] TW2 [040844]
[ -Bro viden Favorit TV [051201] B - Chanson [0x0845]
[ Er % radio Mational FH [0x1202] [# - Brava TV [0x0246]
E-Fre yideo TYEMOMDE ELIROPE [041208] B & Mational 24 [01200]
- Broe yideo DT EUROP [Ox1209] il
- Br B radio Favort FM [0x1204]
4V Main maintanse 4R Extra F: PES Packet L
CAT-diive gioup for crynling in other gioups g
o : i Maximum bitrate was
Praliminary valuation of output L—’i Fxad
straam
Limit of speed 42 64 Mbit 25,850 Hammal Bt
Build tablss
Start sxtendad valsation of output
strzam

Systemadress | 8 | Type of device AsI-aFull Peak bitrate 25,850 }ﬂ i




After all modules are added and configured, doahbtde on each of them to changettings

Edit modul eters —
module parameters = ﬁ
Channels todule
= ﬂ F ; m BAS1.CAS [EO0O0]
= ree-to-ar

: 1 [0800] [302] Dizcovery Science Edit
= & Freeto-ai

2 [08071] [303] DT Discovery
= ﬂ Free-to-air
: ﬂ 3[080Z] (304] 1D Xira Digcoverny EFG Metwark information settings I
= Free-to-air ;

4(0803] (207) Kutria s R |
= & Freeto-ai

5 [0804] [305] Mational Geographic
= ﬂ Free-to-air

E [02308] (52) T Ok
= ﬂ Free-to-air

7 [020E] (41] TV Mall
=@ Scrambled (005 - ]

-f@ 8 [0807] (180] MATY! S UTEDN 1 HD

 Extra-

IF settings

Save configuration to file I

Restare configuration from file |

Canicel I

Click on eactchanne] correct thdabel (channel name) if needed. You may also ass@N
(Logical Channel Numbetp the channel here.

Selectconditional access moder the scrambling group.
If you choose to encrypt the chanm&trambled, select which bouquet number to use.

You can also change settings for EPG (Electronigiam Guide) and DVB network search in
this window.



3.9 Managing subscribers

SelectView — Subscriberom the menu. Note that all subscribers are ihyt@disabled. Taadd
a subscriber, simply double-click on thabscriber ID(number):

Edit subscriber —5—

Subscriber D 00005

K E=] |.J|:|hn Smith

Address |5, Blumenztasze

Phore 111-22.33

Comment |

Subscrption * Paid unil 04206 -
1-Baze

2 - Football

[z- Status

E ; " Mot uzed

[&- * Active subscriber

E ; " Activated by administrator
HER ™ Switched off by administrator

[110-

144

Subzcribe all | Subscribe none

Cancel |

Enter subscriber informatiolName AddressPhone number(sgnd optionaComments
Select whichbouquetsare enabled for this subscriber to watch.

Choose theontrol moddrom following options:

» Active— subscriber can watch enablsmliquet(sps long as thpaid until dateis
extended. If thgpaid datels reached, subscription is closed and would reapénif a
futuredateis entered. Subscription is automatically checke@ach midnight as long as
the server is running. This is a default mode arapon.

» Activated by administrator subscriber can watch enablealquet(syegardless of the
paid until date. Typically used for technicians aedvice staff smartcards.

» Switched off by administrater subscriber cannot watch any scrambled channelthis
option to quickly switch off subscription of a pattlar smartcard.

* Not used- select this option to delete the subscriber.

Note that STB/TV reaction to any subscription change is not immediate! Subscriber might
have to wait 3-5 minutes before scrambled channel can be viewed.



3. 10 Issuing smartcardsand CAMs

Smartcards come preloaded with the firmware thratdly contains all necessary components of
DVCrypt. Network provider only needs to assigasuscriber idnumber) ananaster key$o

each smartcard before giving it out to a cliente 8ame applies to cardless Conditional Access
Modules.

SelectStart — Programs — DVCryg@tnd runSmartcard Programmeshortcut:

98 Smartcard/CAM Programmer E=3 S|
Mode About
" Check Smartcard/ Tk E:B LT
Smartcard/Cak Programmer wer. 3.1

" Reset/update Smartcard/ Tk

* |zzue new Smartcard/Cabd ) 2002 - 200G ol

Smartcard/CAM Licensed to DL [00C4, 44EC)
Subscriber 1D 00005 El: Subszcribers E4000
Yersion

[ Eiait [EE]

Statuz

Q Can't connect to Smartcard/Cak programmer

Subscrphion...
Settings...

Cloze

L

Insert an empty smartcard into the card slot.

SelectMode — Check cardClick Startto make sure that the card is empty.

SelectMode - Issue new smartcaathd choose asubscriber ID Click Startand wait for card
programming to complete. Smartcard is now readyg@stomer. Note thaubscriber 1Dis

automatically incremented each time you issue asraartcard.

The procedure for issuing cardless CA Modulesésstéime, you just have to use different slot
for CAMs.



